UBND TINH BINH BINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO TAI CHINH Déc 1ap - Tw do - Hanh phuc
Sb: 114QD-STC Binh Dinh, ngay 19 thang 6 nam 2023
QUYET PINH

Vé viéc chi dinh don vi cung cip ban quyén phan mém
diét virus BKAV Endpoint Al (80 user)

GIAM DPOC SO TAI CHINH

Can cit Quyér dinh so 4179/0D-UBND ngay 12/12/2022 ciia Uy ban nhan dan tinh
Binh Binh vé vigc giao du todn ngdn sach nha nuwdc nam 2023,

Can cir Quyeét dinh s6 113/QP-STC ngay 16/6/2023 cia Gidm doc So Tai
chinh vé viéc phé duyét du toan kinh phi mua ban quyén phan mém diét vi rut BKAV
Endpoint Al (80 user);

Xét d@é nghi ciia Trwong phong TCDN-TH va Chanh Vin phong S6.
QUYET PINH:

Pi¢u 1. Chi dinh Cong ty Co phan Thuong mai va cong ngh¢ Sao Viét (dai ly
chinh thirc cua Cong ty Co phan phan mém diét virus BKAV; dia chi: S6 79 pho An
TraCh phuong Quéc Tir Giam, Quéan Pbng Pa, Ha Noi) thuc hién cung cép ban
quyén phan mém diét virus BKAV EndPoint Al (80 user) cho So Tai chinh tinh Binh
DPinh theo nd1 dung nhu sau:

- Thoi gian: tir 01/6/2023 dén hét 01/6/2024.

- Hinh thirc hop dong: Hop dong tron goi.

- Tong gié tri: 48.000.000 dong (Bon muwoi tim triéu dong)(Cé phu luc tinh
nang cua gidai phap BKAV Endpoint Al kém theo)

Nguén kinh phi thyc hién: tir ngudn kinh phi duoc giao cho S¢ Tai chinh tai
Quyét dinh s6 4179/QD-UBND ngay 12/12/2022 ctia Uy ban nhan dan tinh Binh Dinh v&
viéc giao dy todn ngan sadch nha nudc nam 2023.

Piéu 2. Truong phong TCDN-TH, Chanh Van phong S¢ va Truong cac phong
lién quan thudc So t6 chirc thuc hién mua ban quyén phan mém diét virus BKAV
Enpoint Al (80 user) theo dung cac quy dinh hién hanh cua Nha nudc.

Pi¢u 3. Truong phong TCDN-TH, Chanh Vian phong S¢ va Truong cac phong
lién quan thudc S& chiu trach nhi¢m thi hanh Quyét dinh nay ké tur ngé%
/
Noi nhin: Zo k. H.C 4P GIAM POC

- Nhu diéu 3; 33N\ GIAM POC
- Luu VT, VP, DNTH(3).
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PHU LUC: TINH NANG CUA GIAI PHAP

TT Cac tinh ning co ban cua giai phap Bkav Endpoint Al
Cong nghé Al Scanner Bkav ung dung thanh cong Tri tu¢ nhan tao (Al) phat hi¢n ma doc
1 khong can cap nhat mau r}hén dién; Vi cong nghé Al Scanner, Bkav co thé nhan dién\du:oc
hang tri¢u ma doc mdi xuat hi¢n moi ngay, dac biét cac dong ma doc xoa dir li€u, dao tién do,
phan mém gian diép 13y cip thong tin tai khoan, mat khau...
Cong nghé chdng virus mi héa dix liu (Anti Ransomware 2.0) doc d4o ciia Bkav Endpoint
9 Al v6i kha nang phat hién, va tiéu diét moi loai virus tcéng tién va tu dong ngan chan cac hanh
vi ma hoéa dir liéu moi1 nhat ma khong can cap nhat mau nho kha nang phan tich thong minh,
bao v¢ an toan dir li¢u cho nguoi dung.
Cong nghé chdng do mit khau Brute Force Prevention Bkav duoc trang bi tinh ning chong
3 | do mat khau BFP, gitip ngin chin cac cudc tin cong chiém quyén diéu khién tir xa thong qua
khai thac mat khau yéu.
4 Cong nghé Anti Leak: phat hién va ngin chin cac phan mém gian diép, phan mém quay Ién
webcam, ghi &m 1én microphone, theo ddi ban phim...
5 | Cong ngh¢ Safe Payment: Bdo v¢ an toan cac giao dich tai chinh ngan hang trén Internet.
5 C‘éng nghé Safe Download: Bao v¢ ban trude virus va ma doc trong qua trinh Download, tai
vé tr mang Internet.
7 Cong nghé Anti Fake AV: Phat hién cac phan mém diét virus gia mao, phan mém tong tién,
cac canh bao ltra ddo...
8 Cong nghé¢ djén toan dam may: Tang toc do quét, giam thiéu viéc sir dung bo nhé va cac tai
nguyén h¢ thong.
9 Cong nghé Safe Run (Thuc thi an toan): Cho phép nguoi st dung mo céc file c6 nguy co
cao tai ve tur Internet trong moi trudong cach ly, ddm bdo an toan 100%.
10 Cong ngh¢ Real-time Protection: Bao vé may tinh ty dong hoan toan theo thoi gian thyc.
Cénh bao bat cir nguy hiém nao va tiéu diét tu dong bat cir virus nao.
11 Cong nghé Proactive Protection: Chong bung n6 1ay nhiém, chong danh cap thong tin ca
nhan.
12 Bao vé USB-USB Protection: Ngan chan virus 1dy nhiém thong qua thiét bi luu trir di dong
USB.
13 Bﬁ’o vé Registry: Quan 1y va kiém soat cac ung dung dugc phép truy cap vao Registry hé
thong.
Tuwdng lira ca nhan (Firewall): Gitip bao vé chdng lai cic hoat dong pha hoai clia phan mém
14 | gian diép, chdng that thoat cac thong tin va dir liéu nhay cam cua ngudi dung, ngin chin
Hacker bdo v¢ ban an toan khi truy nhap Internet.
15 | Cong nghé Anti Keylogger: Chong danh cap mat khau va cac thong tin nhay cam.
Cong nghé¢ Site Advisor (Giam sat truy cap): Giap nguoi dung tranh dugc cac website lura
16 | ddo, dua trén "danh sach den" dugc cap nhat tu T chic toan ciu vé chéng Itra ddo trén mang
(APWG).
17 Chin web den (Parental Control): Gitip ban kiém soat sy truy nhap Internet ciia tré em vao
cac website nhay cam.
Duyét Facebook an toan (Safe Facebook): Bao vé ban an toan khi truy nhdp mang xa hdi
18 . s aa s NI
(Facebook, Chat...) tranh cac ma doc va cac nguy co ltra ddo.
19 Cong nghé phong vé dwa trén cong dong BCOS (Bkav Community-based protection

Online System): Két ndi voi hé théng dam may ciia Bkav gitip danh gia d6 nguy hiém cua file




TT Cac tinh ning co ban cua giai phap Bkav Endpoint Al
thue thi thong qua cong dong.
Cong nghé Real-time Rootkit Detection: La hé thong phong thii chdng rootkit, c6 kha ning
20 | thong minh phat hién sém cac loai virus Rootkit méi nhit ngay ca khi phan mém chua duoc
cap nhat mau nhén dién.
Ban phim a0 Virtual Keyboard: Gitp nguoi st dung thay thé ban phim vat Iy ciia may tinh
21 PSR .. . I ; ~r 1A LA
dé nhap li€u trong cac giao dich quan trong dé tranh bi theo doi, 1ay cap thong tin.
Cong nghé Share-full Protection: Bao v¢ cac 0 dia chia sé trong mang LAN, giam sat sy truy
22 | cap tu cac may tinh khac trong mang LAN, canh bao va tiéu diét virus ngay khi phat hién co
d4u hiéu xAm nhép.
Ting cwong kha ning chong lai cac phan mém gian diép (Spyware): Stir dung cong nghé
23 | chéng lot, chdng 16 thong tin (Anti Leak) gitip phat hién va ngin chin cac phdn mém gian
diép, phan mém quay 1én webcam, ghi 4m 1én microphone, theo ddi ban phim...
Quét va diét virus theo thoi gian thwe: Phan mém Bkav Endpoint Al luon hoat dong & ché
24 | @6 nén co kha ning kiém soat va bao vé theo thoi gian thuc tit ca cac dir lidu trong 6 cing, bd
nhd, cac thiét bi cam ngoai (USB, CD/DVD, thé nhd...) va mang Internet.
Quét va diét virus thong minh: Bkav Endpoint Al c6 kha ning diét tit ca cac loai virus va
o5 ma ddc (dac biét 1a cac virus siéu dE‘l hinh’, cac virus ma hoa tong tién, virus 1ay sau vao hé
thong, virus lay qua chat...) v6i nhi€u ché d¢ quét thong minh: quét nhanh, quét sau, quét
thong minh, quét file nén, quét theo lich...
Cap nhat dir licu tw dong Bkav Endpoint Al luén dugc tu dong cap nhat hang ngay tu may
26 chu céc thong tin vé tat ca cac loai virus méi va cac nguy co bao mat méi xuat hién giup phan
mém ludn phat hién va diét virus mot cach hiéu qua nhat.
Kha néing tu phong vé: Sau khi dugc cai vao may tinh, Bkav Endpoint Al c¢6 kha nang tu v¢
27 | chong tt ca cac phan mém khac khong dugc phép thay dbi hodc truy nhap bat hop phap vao
cac file quan trong cia minh.
28 | Chong hacker xAm nhap kiém soat may tinh.
29 | Quan ly tinh hinh virus trén cdc may tram tai Server (may chu)
30 | Quan Iy tinh hinh virus theo mé hinh phan cip nhiéu may chu
31 | Quan ly, theo doi trang thai, phién ban trén cac may tram
32 | Thong ké va bao cdo tinh hinh virus trén toan hé théng mang may tinh
33 | Pat lich quét dinh ki thdng nhét cho tat ca cac may tram trong hé théng mang may tinh
34 Ra lénh tir xa cho timg nhom hay tat ca cic may tram trong hé thong quét virus vao mot thoi
dieém bat ki.
35 | Phan chia va quan ly may tram theo nhom
36 | Hoat dong & ché do nén cua hé diéu hanh (Kernel Mode)
37 | H) tro xir Iy céc sy cb trong qua trinh sir dung
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